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1. Title Scene

1.1 Module 2B: Entity Manager Portal Training

pennie

Module 2B: Entity Manager
Portal Training
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2. Assister Roles and Responsibilities

2.1 Assister Roles and Responsibilities

Assister Roles and
Responsibilities

pennie

2.2 Assister Requirements

Assister Requirements

To meet the requirements of the Pennsylvania Navigator and Exchange Assister Accessibility and Regulation
Act (Act 7 of 2015 - 40 P.S. §§ 4401- 4406), an assister must:

* Be at least 18 years of age
* Reside in this Commonwealth or maintain a registered place of business in this Commonwealth

* Not have committed an act that would be grounds for denial, suspension or revocation of a license as an
insurance producer

* Not have had a license as an insurance producer denied, suspended or revoked
* Submit a completed application to the Pennsylvania Insurance Department (PID)

* Submit fingerprints for the PID to receive national criminal history records information from the Criminal
Justice Information Services, Division of the Federal Bureau of Investigation

* Pay the required registration fee and fees for obtaining national criminal history records information as
prescribed by the PID
pennie
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2.3 Assister Conflict of Interest Standards

Assister Conflict of Interest Standards

Exchange assisters are prohibited from engaging in activities that are conflicts of interest while certified as
Pennie Exchange Assisters.

Activities that are conflicts of interest include:

* Receiving payment directly or indirectly from any health insurance issuer in connection with the enrollment of
individuals

* Lobbying on behalf of the insurance industry
* Being a health insurance issuer or issuer of stop-loss insurance

Review 45 C.F.R. §155.210(d) and 45 C.F.R. § 155.215 for the complete list of prohibited conduct and conflict
related requirements. In addition, review 40 P.S. 4404(c) for a list of limitations.

pennie

2.4 Things you Can do as an Assister

Things you Can do as an Assister @@

* Focus on outreach, education, and enrollment assistance to underserved and uninsured communities and
those individuals potentially eligible for financial savings

» Offer community-based enroliment assistance as well as education and outreach activities to raise awareness
about Pennie, MA, Medicare, CHIP, and other social services programs

* Share resources and host events to meet with the hardest to serve and most vulnerable, including the
historically marginalized LGBTQ+ communities and limited English proficiency populations

* Help customers apply and enroll in a health and/or dental plan using your claimed assister account

pennie
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2.5 Things you Can do as an Assister

Things you Can do as an Assister

* Maintain active delegations with customers in Pennie

* Help customers monitor the status of their application and upload any required documentation in Pennie to
confirm their eligibility for coverage

* Reference and use Pennie branded materials, FAQs and talking points available at Assisters | Pennie.com

* Use "plain language" in a manner that is accessible and timely for customers with disabilities in accordance
with the Americans with Disabilities Act and Section 504 of the Rehabilitation Act; (see 45 C.F.R. §155.210(e)(5))

* Support assister reporting requirements for your organization

pennie

2.6 Things you Cannot do as an Assister

is required, except as permitted by federal law or
regulation, including any of the following:

* Sell, solicit, or negotiate insurance policies

* Urge or advise a customer to buy a particular
healthcare insurance plan

* Collect premiums

* Be an individual employed to provide insurance
enrollment or coverage assistance by a healthcare
facility

* Directly or indirectly receive remuneration in
exchange for any Pll of an individual

* Provide tax or legal advice

Things you Cannot do as an Assister

* Engage in activity for which licensure as a producer

LIS

* Discriminate against customers because of their
race, color, national origin, disability, age, sexual
orientation and/or gender identity, or religion

* Initiate sales over the telephone or otherwise
* Make - or propose to make - an insurance contract

* Recommend or initiate additions or deletions to an
insured's policy

* Sign binders, endorsements, and/or insurance
policies

* Issue or deliver certificates of insurance,
endorsements, binders, or insurance policies on
insurance identification cards

pennie
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3. Entity & Entity Manager Account Functionality

3.1 Entity & Entity Manager Account Functionality

‘ Entity & Entity Manager Account

Functionality

pennie

3.2 Entity/Entity Manager Dashboard

Entity/Entity Manager Dashboard @-

The Entity Dashboard acts as the landing page when the entity manager signs into their account. Here, you
can view information for all assisters associated with the entity, or navigate to one of the other tabs to take

additional actions:

Assisters = Delogotions = Account =

ASSISTCrS 2 moching Avsisiers

Refine Rosults By  Reser At umber ertification

- i :""' G oy CERTIFICATION
- e

Assaters Fist Home Clioats ke
Meoss King

Asisters Lowt Nama. Mdvost Soblnovi
Showing 1-20f 2 ems

Sona

Active

penni¢
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3.3 Adding an Assister

Adding an Assister ié

To add an assister to your entity who does not oy, S

currently have a Pennie account, simply click on the | ‘e e —
Add Assister button: ety eee [f JE b e commcnos
Once the information is submitted, a link will be sent e o i s

to the assister at the email address used to create the = st o=
account, requesting that they claim the account. . ::- = ..““ s

Note: To add an assister to your entity who already s pt e

has an existing Pennie account and is currently ::

assigned to another entity, please email Mm@ © ) e
assisters@pennie.com. w:.__.__. =g

@ -

[RET———

pennie

3.4 Delegations Tab

Delegations Tab ii

Under the Delegations drop-down, entity managers can view and accept or reject pending customer
delegation requests and view active delegations:

Assistors - Dologations - Account *

Pending Delegation Requests
ASSISTErS,  Active Customers
Inactive Customers.
Refine Results By  Reser Al S,
N i
umber Certification CaRTECATION
Nome Role of Renewal For  STATUS e
Andistors Frst Name Clients Assister
Melissa King Assister ° 1206 A Cortified i
Assistors’ Last Nome Michoot Robinovi.. ™" o 123172026 Actve Cortified
Monager
Showing 1-2.0f 2 fems . Rows | 10 ¥
Stata

Active

pennie
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3.5 Active Customers

Active Customers

By navigating to Active Customers from the
Delegations drop-down, you can view all of the
individuals who have designated one of the
entity's assisters as their Assister of Record, along
with the current status of their account:

Clicking on the customer's name will open their
Client Details page.

Clients
Sdiaan
- - oo
: |
s
e
g - [o— D tawt bk OB
= =
= PORSSR = =
"l R K e ,
iaicas —
- Lo
e’ dasanndd Gkt 00
= s ——
pennie

3.6 Account Tab

Account Tab

Under the Account tab, you can view and/or update the entity's public-facing information (e.g., name, address,
hours of operation, etc.), the contact information for the entity's primary and financial contacts, confirm the

registration status, and more:

Assisters = Delogations ~  Account ~

Entity Information
ASSISTEI'S 2 Motching Assist.  Locations and Hours
Contact Information

Refine Rosults By  ResotAll | pocument Jpload

Assistors' First Nomo eglstralion Slakus
Melissa King
Assistors' Last Name. bina
Showing 1-2of 2 loms
Status
Active

Role

Entity

Number
of
Clients

o

o

’.’ Rows 10 ¥

Certification

RTIFICATION
Renewal For  STATUS (s cATIo!

STATUS

Assister
12/31/2026 Active Certified
12/31/2026 Active Certified

pennie
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3.7 Entity Information

Entity Information

On the Entity Information page, you can view and/or update the entity's public-facing information such as the
organization name and type, as well as the counties served:

Document Upload

Registration Status

Entity Information

Did your organization receive on
Outreach and Education Grant?

Entity Manogers

pennie

3.8 Locations & Hours

Locations & Hours

To edit the entity address, add additional locations ("Sub-Sites") for organizations with more than one office, or
to update hours of operation, click on Locations and Hours:

Site Name

Monday 08:00 om - 06:00 pn

Tosdoy 08:00 om - 06:00 pm

Wodnesday  08:00 om - 06:00 pm

Thursday  08:00 om - 06:00 pen

pennie
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3.9 Contact Information

Contact Information

To edit the current primary and financial contacts for the entity, select the Contact Information option:

Stops Primary Contact
Entity Information
Nome Dana Evans
Email dana@yopmail.com
189 gue Primary Phone Number (412)987-6543
Secondary Phone Number
Cr IR How would this porson la tobe ¢
contacted?
Assistors
Financial Contact
Document Upload
Nome Dana Evans
Payment Information Email dano@yopmail.com
Primary Phone Number (412)987-6543
Rogistration Status Socondary Phone Numbor
How would this porson like to be
contacted? Emall

pennie

3.10 Registration Status

Registration Status

On the Registration Status page, you can confirm the entity account status and the date the account was

activated:

Steps Registration Status
Entity Information
Entity Number 1000000045
Locations and Hours
g Renowol Date

Contact Information

Assistors Certified Enroliment Entity History
Document Upload
Date Provious slatus Now Status
Payment Information 07/31/2026 Pending Active
07/31/2026 Incomplete Ponding
Registration Status

View the status of your certification application here. You can also see the history of previous actions related to your status.

pennie
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4. The Book of Business Report & Changing a Delegation

4.1 The Book of Business Report & Changing a Delegation

Changing a Delegation

The Book of Business Report &

pennie

4.2 The Entity Book of Business

The Entity Book of Business

As the entity manager, you can export the Book of Business for an individual assister, or the entire entity.

Simply navigate to the Active Customers Slonts
page under the Delegationstab, and click
on the Export Book of Business button:

x
Export data Seeol v

Export entiro Book of Business (All Assistors) Showieg 11 of 1 ema

Export Book of Business for on Assister . 2

3 Nest Seiwct ol on this poge

— =

Format

1S (Microsolt Excel)

O o Appleation Year

You ore aftempling 1o downlood customer Houahold Cova 10 PATIGG00ISIS . .
information. You must ogree that you will follow z e = e v
Ponnie's privacy and security standards 1o continue. oot o

Togree

Salact Y
Cancel Export

penni¢
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4.3 The Entity Book of Business

The Entity Book of Business

When exporting a Book of Business, the following information for each subscriber is included:

* Assister First Name * Address

* Assister Last Name * Application Date

* Assister Number * Carrier Name

* Consumer First Name * Plan Name

* Consumer Last Name * Premium (monthly)

* Phone Number * APTC (monthly)

* Email Address * Individual Contribution (monthly)

+ Office Visits
* Generic Drugs
* Deductible

* Application Year

* Application Status

* Approaching Medicare Age?

* Binder Payment Due?

pennie

4.4 Changing a Delegation

Changing a Delegation

To reassign a customer from one assister to another, search for the customer to be transferred by using the
search tool, or by scrolling through the list of customers. Once found, check the Select box under the
customer's name, and click on the Transfer Selected option:

| EE

John Dighy

ek o 1O PADGDOII8
M Michand Bubinrch

pennie
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4.5 Changing a Delegation

Changing a Delegation

AT

In the pop-up window, use the search to find the assister the customer will be reassigned to - their name wiill
appear below the table headings at the bottom of the screen

Transfer 1 client

Soorch for on cranter 1 ramafer 1o
Fest name.

atus Email address site

After choosing the assister, a second pop-up window will ask you to confirm the transfer before making the
change.

pennie

5. Assister Account Functionality

5.1 Assister Account Functionality

‘ Assister Account Functionality

pennie
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5.2 Managing Dual Accounts

Managing Dual Accounts .

For entity managers that are also registered assisters, you now have the ability to switch between roles without
signing out of one account and signing into the other. After logging in to your entity manager account, you will
see the word “Entity” next to the word “Change” inside parentheses on the top right corner of the screen.

Clicking on the downward triangle will open a drop-down list of user roles, allowing you to switch between your
assister ("Counselor”) and entity manager accounts:

1121 1] [{ SRS S ——— : S o
My Roles
Assistors ~  Dolegations ~  Account + Counselor
v A Entity

ASSISTCI'S 2 Matching Asssters

penni¢

5.3 Managing Dual Accounts

Managing Dual Accounts ﬁﬁ

The entity manager user role can be designated to any assister account, however, only the current entity
manager can promote an account. Once the entity manager user role is granted to an account, it can only be

reverted by a Pennie administrator. In other words, entity managers can promote assisters, but cannot demote
other entity managers.

Simply navigate to the Assisters page, then select the assister you wish to promote:

Stops Assister Roster l
S Assister Information
€ty information
Noma P
oty wicrmanon
Lo<anons ond Howrs Michoel Bsbaitch Prbusgh Man frtnome Mebaa

Lot rerma
kg Locasions and Hours g

st mekGrpspmat com
S —— Phone rmber (4124547890
Assistors e Ctrns Ausnter Number -

ow wonkd o M o conboct ot Umad
Oocument Uplead

PR — )

Primary Aumases Soe. Pemsburgh o

penni¢
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5.4 Managing Dual Accounts

Managing Dual Accounts ii

Select the radio button for Entity Manager, then click Save:

Mclissa King

Steps Assister Information

Entity Information
Firstnome® | Mokeso
Locations and Hours
Last name * K‘-"’
‘Contact Information
Available for remote  ® Yes O No
assistance @

Assistors
I Role @ O EntityManager @ Assister I
Document Upload
Email* Entor assistor’s email for account activation
Paymont Information ei@yopmod.com

This section of the module will now review the assister user role functionality.

pennie

5.5 Assister Account Dashboard

Assister Account Dashboard ié

The Assister Dashboard acts as the landing page when the you sign in to your account. Here, you can view a

recent snapshot of your enrollments, or navigate to one of the other tabs to take additional actions:

Home @ Indvidusls + My lnbormation *
Dashboard
Quick Unks Cnreliment Gothboard
bk /

o °
2 My Profie Totol Encellmants i 2026 Totol Envellmants i 2025

& My Delegation Matery
B My Tickens
3 Seorch Lintng

No new enrollments during this period

pennie
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5.6 Individuals Tab

Individuals Tab

Under the Individuals tab, you can respond to pending new business requests, access and manage your active

customers, export your Book of Business, and review inactive customers if necessary:

Home & Individuals ~ My Information ~
l)ashb( Pending Requests
Active Customers
Inactive Customers
Quick Linl E Dablora
Pending Delegation
Requests
0
& My Profile Total Enrollments in 2026
pennie
5.7 Active Customers
.
Active Customers ié
By navigating to Active Customers from the ied = e
Individuals drop-down, you can view all of the o,
individuals for whom you are currently the appointed
Assister of Record, along with the current status of g i s
their account. ==
—— - T
Clicking on the customer's name will open their Client — — o
Nodiprim e [ e
Details page. P o v z
Showng 1.1 6 1 e 7
. s Selectoton e poge D Expert Besk Of Business
- |
Aophoaton Yoo 2006 (1 mamber) g - e
o iy Aovhcsion s BopataChange
Mounehold Core 10 PATIOG003S34 Ogbly Sioha  igble ::.-« 4
S e
Select 2 Mare Actions |
- -
pennmie
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5.8 Active Customers: Client Details

Active Customers: Client Details

The Client Details page shows summaries of:
* The household account

* Open application verifications/DMlIs

* The household members and their eligibility

* The active policy(ies) R

oo s (5) 208

e

pennie

5.9 Your Book of Business

Your Book of Business ié

On the Active Customers page, you have ability to export your Book of Business as an .xIs or .csv file:

X
Export data
Showing 11 0f 1 hems
o S === |
No Export entire Book of Business
Apphcotion Yeor 2026 (1 member) e o ool
ke Apphcation Siohus Report o Change N
Microsoft
Household Core 10 PATI00003838 Eigbdsy Saks  Ehgible No Dentol Xs( Excel)
Virtwel Choce Lo o csv
e Poymant Oue s
You are attempting to download customer
(=X 2 Mousehold Composition & Ebgibilty  © Applcont Verifications  Mare Actions | o Dl i
Pennie's privacy and security standards fo continue.
Iagree
n
Cancel Export

pennie
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5.10 My Information Tab

My Information Tab

Under the My Information tab, you can view and/or update your contact information, how the information on

your account appears to customers, and confirm your certification status:

Home & Individuals ~

My Information ~

Dashboard

Quick Links

Counselor Information
My Profile

Certification Status
ashboard

Status

Pending Delegation
Requests

& My Profile

o
Total Enrollments in 2026

pennie

5.11 Counselor Information

Counselor Information

To view and/or update the information on your
account, select Counselor Information:

[PPSR ——
Michacl Robinavitch
Stops. My Information
My Sbommntion M. Mt Bt
ot (ot rebbegmt m
P p—
-
(R
Cormpapes hstse o o o 1 comboc ot
Souna fou
A Cotanen vaccccoes
oy A S Pogh M
oy A e
Mhning ks
A1 320 €M b
e
oy Pt
.
Tocese
Brotia oo
[ E——,
[ ——
I~
-

pennie
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5.12 My Profile

My Profile

To view and/or update how the information on your account appears to customers when searching for an

assister, click on Profile:

Home #  Indwiducls « My Infermation *

Michael Robinavitch

Steps

My lnformation

My Tickets

pennie

5.13 My Tickets

My Tickets

You are able to access your My Tickets page either from the Profile page, or by clicking on My Tickets under the

Quick Linkson the Dashboarad:

Home Indwiduals = My Information =

Quick Uinks Ticket History
© Ponding Delegation Requests

Ticket Id 3
& MyProfile

TIC-1035309
B My Delegation History
My Tickots

TIC-1032%06

nca0m2

CrectedDote 3 CloseDote 3.
oasouaas oans/os
onrsns o808

o

pennie
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5.14 Certification Status

Certification Status ii

To confirm the certification status of your account, select the Certification Status option:

After completing this training, please

allow up to 10-14 business days for your
Certification Renewal Date to be Michael Robinavitch
updated on your account.

Home # Individuals = My Information ~

. Steps. Certification Status
Pennie performs checks on the

information entered against trusted My Inferation Assistors Numbor - 3000000131

sources to verify its accuracy. If any piece Profie _

2 N e Assister Cortification Number 5000000069
of information is incorrect, we may be My Tickets sz
tor Stort Date  07/31/2026

unable to certify you. Certification Status I Cortification Renewol Date 12/31/2026 l

Activity Status  Active

Status.

penni¢

5.15 Account Status

Account Status ii

To view the status of your account, select the Status option:

For new assisters, the default Account
Status is /nactive. It is the entity
manager’s responsibility to flip the

Home 8 Indiidusls = My Information =

Michacl Robinavitch

Status to Activein order to indicate to o s
Pennie that all other registration i e El
3 View o s ol your You con hosee
requirements have been met. Proe vor
; : : My Tickats Assister History
Once Pennie checks the information Oete Driees sbaioe NewStotn Vo Comintat
Certdication Status.

e Actve Inactve No Comments

entered against trusted sources and
confirms the Certification Training has
been passed, your Certification Status
will be updated to Certified.
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6. Search for Existing/Add New Consumers

6.1 Search for Existing/Add New Consumers

.

Search for Existing/Add New
Consumers

pennie

6.2 Search for Existing/Add New Consumers

) v

To add a new customer, click on the Search Existing Consumers link under the Quick Links section of the

Search for Existing/Add New Consumers

Dashboard
This feature still allows assisters to create a new R g R
household on behalf of a customer if one doesn't Dashboard
currently exist, but requires you to first search the Quick Unks R
system for an existing household record prior to v
creating a new one. This helps prevent creation of i B . Sy
duplicate customer households. [T eR———
-
If no customer record exists, you will be prompted ot
to create a new customer record and appoint — No new enroliments during this period

yourself as their Assister of Record at the same
time.

pennie
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6.3 Search for Existing/Add New Consumers

Search for Existing/Add New Consumers

On the first page of the search tool, you will enter the customer's name and date of birth. You will then select

the corresponding type of documentation which you have been provided by the customer allowing you to

verify their identify:

After the document number is added,
specify if the customer provided the
documentation in person or over the

Home ##  Individucis = My lafermation =

Quick Uinks Scarch For Existing Consumer

© Pending Delegation
Requests

phone:

& MyProble

o andhat

comeumenr's ideatity s correct 35 the best of my knowledge, *

| My Tickens

Ploase il in ol of the fields below 10 verify the consumer's idensity

st Noma* Loat Nome *

Date of Birth*

MMDOAYYY

pennie

6.4 Search for Existing/Add New Consumers

Search for Existing/Add New Consumers

On the next page, you will be asked to enter the customer's Social Security Number if it wasn't provided on the

first page (the DOB

will pre-populate regardless):

Home #  Individuals = My Information ~

Feteh Existing Consumer

Search by SSN

Dato of Birth*

0v0v1986

Note: The search tool will only work for customers with an SSN. For customers without an SSN, you must call
Pennie Customer Service with the customer on the line.

pennie
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6.5 Search for Existing/Add New Consumers

If the customer record is found, you can select the
account, then trigger a One-time Passcode (OTP) that is
immediately sent to the customer:

Search for Existing/Add New Consumers

e

If no customer is found, you will be prompted to

begin a new customer application:

Quck Lnks

© Ponding Dulegation
-

2wy

B My Dulegasion Hatory

=y Tk

Moma B individucie + My nsematan ©

Fetch Existing Consumer

Soarch by 550

Sl Sy ot

y—

02 M 1, P, P

o e

No match found

you provided, * 1 our datobase. f you would Me
* he procens. i you
woukd We 1 try Ogoin, please select he Concel button 10 re-enter detols.

e

pennie

6.6 Search for Existing/Add New Consumers

John Digby

DoB
Address
Phone
Email

SSN

Search for Existing/Add New Consumers

01/01/1986

123 Main St, Pittsburgh, PA 15215
4121119999

digby@yopmail.com

XXX-XX-6789

Cancel

e

Once the One-time Passcode (OTP) is triggered, the code is immediately sent to the customer. The customer
will need to provide you with the passcode before you are able to appoint yourself as their Assister of Record:

A passcode will be sent to the customer.
Passcode verification is required before
you can add the customer to your book of
business.

-~
o

pennie
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6.7 Search for Existing/Add New Consumers

Search for Existing/Add New Consumers

Depending on the customer's communication preferences and how they have indicated they would like receive
important alerts, the system will:

* Send the OTP to the cell phone number associated with their account via text message
* Call the phone number associated with their account to verify the OTP
* Send the OTP to the email address associated with their account

Verify email @ Verify Phone Number @

A passcode has beon sent fo (412) 119999, Enter the passcode into field below 1o update the phone
number.

A passcode has been sent to digby@yopmail.com. Enter the passcode into field below to update the
omail address.
Enter passcode

Enter passcode m

Didn't receive your verification passcode?
Resond by text message

Didn't recaive your verification passcode? Resend
Resond by automated phone coll

Cancel el

6.8 Search for Existing/Add New Consumers

Search for Existing/Add New Consumers ..

After successfully verifying the OTP, simply confirm that you would like to add the customer to your Book of
Business:

Are you sure? x Success *

r you John Dighy
W you b “You® John Digby hos been successfully odded 10 your Book of Busness.

pennie
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6.9 Pending Delegation Requests

Pending Delegation Requests \— @

Customers can initiate delegation requests as well. This can be done through the Customer “Cet Free Help”
Search. By navigating to the Pending Delegation Request page under the Individuals tab, you can view
delegation requests you've received and are awaiting your acceptance (or denial):

Home# Individuals = My Information -

Pending Delegation Requests 1 ponsng roquest

Refine Results By (reset oll) Name Family Size REQUEST SENT |
First Nome. John Digby 1 07/31/2026 @
Accopt
Showing 1-1 of 1 fems Rows
Last Nome Decline

pennie

6.10 Avoiding Duplicate Enrollments

Avoiding Duplicate Enroliments : .

Most customers should only have one household account in the Pennie system.

When a customer has more than one household record, it can cause unexpected outcomes resulting in
confusion, poor customer service, customer frustration, and delays.

Most duplicate household accounts are created when assisters or brokers add a new household for a customer
when the client already had an existing household on Pennie.

When working with a new client, be sure to ask them if they:
* Ever had - or applied for - coverage through Pennie
* Had coverage through HealthCare.gov in 2020

* If so, they likely already have an existing household account on Pennie

pennie
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7. Troubleshooting Account Issues

7.1 Troubleshooting Account Issues

(Gas) iz

Troubleshooting Account Issues

pennie

7.2 Resetting Passwords

3

To change your login password - or if you have forgotten it — simply click on the Forgot password? link under

Resetting Passwords

the Login button when trying to sign in to your account:

Login
Email Address

Password

Remember Mo

Login

Forgot password? é—

Roady 1o get covered? Sign-up now

penni¢
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7.3 Multi-factor Authentication (MFA)

Multi-factor Authentication (MFA)

Multi-factor authentication (MFA) is a way to further secure access to sensitive data by requiring an additional
verification method to access an account. Even if a user’s password is compromised, the bad actor will still be
unable to access the account without access to the additional verification method.

In mid-2026, Pennie transitioned from Duo to Keycloak as the MFA provider. Keycloak utilizes time-out one-time
passcode (TOTP) for verification. TOTP is an MFA method where a registered app or device generates a 6-digit
code that changes every 30 seconds. After entering their username and password, the user must enter the
current code to complete login.

Users may use any standard TOTP-compatible application, including:

* Google Authenticator « Apple Password Manager

* Microsoft Authenticator + Other standard TOTP-compatible apps

* Duo (in OTP mode) + Browser-based authenticator extensions may also

+ FreeOTP work, such as Authenticator.cc for Chrome, Edge,
and Firefox

penni¢

7.4 MIFA First-time Setup: Mobile App Option

MFA First-time Setup: Mobile App Option

1. To set up your new MFA method, log in with your username and password as you would normally:
Login
Email Address

Password

Remember Me

Forgot password?

You will be prompted to set up multi-factor authentication. Select the Use an authenticator mobile app
option.

penni¢
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7.5 MFA First-time Setup: Mobile App Option

Q)

2. If you don't have one already, you will need to download a mobile authentication program from your phone'’s
app store

MFA First-time Setup: Mobile App Option

3. Once downloaded, open the app. /n the app, select Scan QR Code

* Depending on the app, this may a button with a QR code icon, an option titled “Add Account,” or

something similar
= Google Authenticator o
* This should automatically open your phone's camera

= Authenticator Q +
; gg Entor 3 setup key 2
28 > ScinaORcode @

3

Authenticator Verified IDs

Search.

(Microsoft Authenticator) (Google Authenticator) P\ank"

7.6 MIFA First-time Setup: Mobile App Option

Q)

MFA First-time Setup: Mobile App Option

Mobile authenticator
4. Once the camera has opened, scan the QR code on the setup

computer screen with your camera
You eed to set up Mobile Authenticator to
acthte your account.

L]
* A new account will be added to your authenticator app

B notal one of the folowig apphcadons on your
and immediately begin providing 6-digit codes e

« MicrosoR Authentator
* Google Authenticator

5. Enter the code shown into the One-time code field on the
setup screen, then click Submit

2 Open the application and scan the barcode:

Note: There is a timeout of 5 minutes once you get to Step 3. If

you don't complete Step 5 in that time, you will be asked to

Enter the coe-time code provided by the
appiication and click SUBMIL to finish the setup.

login again.

Provide a Device Name 10 help you manage your
OTP devices.

o ]

Device Name

.- 1

penni¢
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7.7 MFA First-time Setup: Browser Extension Option

MFA First-time Setup: Browser Extension Option

If you are unable to use a mobile phone for authentication, you can opt to use a web browser extension.
Login
Email Address
Password

Remember Me

Forgot password?

1. Aswith the mobile app option, log in with your username and password, then select the Use an

authenticator mobile app option -
penmie

7.8 MFA First-time Setup: Browser Extension Option

MFA First-time Setup: Browser Extension Option

2. With the TOTP setup screen up, open a new browser tab and go to authenticator.cc

' O B mepsi/mhentiatorc ’

E I o Authenticator

Two-factor authentication in your browser

Add to Chrome.

Add 1o Edge

Select the option that corresponds with your browser.

penni¢
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7.9 MFA First-time Setup: Browser Extension Option

MFA First-time Setup: Browser Extension Option

3. Return to the Mobile authenticator
setup tab

4. Open the newly-downloaded browser
extension by clicking on the puzzle
icon, then the QR scan icon

* This will activate the QR code
scanning feature within your browser

7

Mobile authenticator
setup

@ YoU o setup Mol Acserccato 1o
actvate your sccount

3 ins2al one of the folowing appAcations on your
movde

« Googe Authenticator
>

« Miroson Authenticator

y

penni¢

7.10 MFA First-time Setup: Browser Extension Option

MFA First-time Setup: Browser Extension Option

5. From here, click and drag your mouse cursor over the

Mobile authenticator
setup

entire QR code on the Mobile authenticator setup

screen

Drag cursor to
cover entire
QR code.

pennie
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7.11 MFA First-time Setup: Browser Extension Option

MFA First-time Setup: Browser Extension Option

6. If scanned successfully, you'll see a

confirmation screen that the Mobile authenticator
setup
username has been successfully
added. Click OK to close window e e SN
© st e of th oewing sopcatons o your
7. Reopen the browser extension by « Googe uthentcaor

« FreeoT?
« Microsoft Authenticator

clicking on the puzzle icon. You
should now see a 6-digit TOTP code

2 Open the appic

* Click on the code to copy if to your

clipboard. Unable o scan?
® Croer o coa e cdeprovied byhe
. . SoPkcato tod 5 o Rt 3
6. Click on the One-time code box and e
paste the code. amw
DevceName

7. Click Submit

pennie

7.12 Account Access Issues

Q)

In the system, anytime a new account is created, a new user account is also generated. The "name" of the user
account is the email address that the new account was created with.

Account Access Issues

If you change the email address on file for your assister account, the email ("name") associated with your
user account does not change automatically.

For example, if an entity manager creates a new assister account on their behalf, but mistakenly enters their
email address as "Jef@agencyname.com" instead of "Jeff@agencyname.com,” the user account generated will
use the first email of "Jef@agencyname.com." Even if the assister corrects the address on their account after
claiming it, the user account will retain the incorrect address.

This discrepancy between email addresses can lead to confusion between assisters, entity managers, and
Pennie Customer Service Representatives should either the assister or user account become locked, go
dormant, or need a password update.

penni¢
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7.13 Account Access Issues

Account Access Issues

While Pennie Customer Service Representatives are trained to check the user account when encountering
account access issues, it is good practice to document the original email the account was created with, as
that should also be the email of the user account. Should you need to change the email on your assister
account in the future, please call the Pennie Customer Service Assister & Broker Hotline (844-844-4440) to
ensure the user account email is also updated to match.

This will help avoid access issues down the road, as account activation links and password reset emails are sent
to the user account email address, not the assister account address.

penni¢

8. Customer “Get Free Help” Search

8.1 Customer “Get Free Help” Search

Customer “Get Free Help” Search

pennie
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8.2 Customer “Get Free Help” Search

Customer “Get Free Help” Search ﬁ

Both current and potential customers can search and connect with a Pennie-certified Assister or Broker for

assistance.

From the Pennie homepage, users can click on Get Free Help. They will then be directed to the Connect with
Pennie page, where they can click on Find Local Help:

PRINTQ ey e s - e - [NEEIE
. I s
PRIMTR ccomtng osrosans e bt crnges Lo Shep  Swppset -

Connect with Pennie

More ¢ quenen? foobng 4 B4 svarubutmad? W' basn e ot 0 w0
et g o o 4t o .

Weicme 1o Pennie

You’re Worth
Protecting.

Opan (rcliment hos anded ot Parrie, A chciol heath insuronce
markefplace and e cnly phace 1o get Sevancial arsalonce 10 hetp kwer the
It ek "Cont

C @ =

Call Us ChatWithUs  Message Us Local Help

Aspiy” batow 12 tecrn Pow

pennie

8.3 Customer “Get Free Help” Search

Customer “Get Free Help” Search @ﬁ

Users will then be prompted to choose whether to
search for an assister or broker:

Finda Pennic-Certified Finda Pennic-Certified
i Broker

Note: The search results are not combined, so the
assister search will only return assisters, and vice versa.

Both search tools have a Search by Location option;
the assister search also includes an Organization

Name search, while the broker search includes a

Search by Name: oo by e
‘Search by location s
Zip code *
Lost Nome
Search By Organization Nome
Organization Name 5 ¥ miles Agency Name
‘ =
pennie
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8.4 Customer “Get Free Help” Search

Customer “Get Free Help” Search

To the right is an example search result - note how

MHealth, Dental,
Vision, Life,
Medicare,

Compensation,

your information is displayed to customers: 30 Agents found 177
. . . Name Contot e Dutence
Below is the expanded information for the selected J—
. 914 N 2nd St
assister or broker: Johoboker  HOmbuGPA gp,
814-460-1206
x
Agent Selection mws"llp
SR ove allows Joko Harrisburg, PA
moke chonges on your behall o = . Agencymonoger 17102 oom
814-460-1206
= @@
Jake's Agency LLP
!ﬁ Jake Broker P = e L s
iertuge ewp oz
954 N 2nd S, Harisburg, PA 17102 ST varrisburg. AR 214-460.1206
44501206 A ’vummam
Proter@yopmailcom L\ et 101 Main St
Product Expertise b 7 + somploogent B yon
rsamchn e eas aasa
Stote Uicense Number 1234123412 \. B 2o —
Chants Served 'w"‘ / ‘Go:-- __“‘{f

Once a customer chooses the assister or broker they

would like to work with, they can click on the Select

Agent button to send a connection request.

pennie

8.5 Customer “Get Free Help” Search

Customer “Get Free Help” Search

The final step in the process is for the customer to agree to appoint the agent as the Authorized Contact or

Assister of Record on their account:

Agent to be Designated: Jake Broker

2 1 authorize this Agent or Broker permissh
A e

Broker'

including signing the appication on my behal,

=] jon for this Agent or Broker at any tima theough my
ing Pannie Customer Sarvi Y7L

1 grant permissi A Broker to enter payr

Applicant Name  Testuser Two

Applicant E-Signature * | Testuser Two.
Type your Al mame hare as your electronic sgnature

Todeys Duta

pennie
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9. Final Slide

9.1 Final Slide

pennie

ADDRESS PHONE WEB

P.O. Box 11873 +1 844-844-8040 Pennie.com
Harrisburg, PA17108-1873
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